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The Power of Artificial Intelligence

Al can empower business to drive growth in an increasingly competitive business landscape.

@"l Data-Driven Insights

Vo'
J Automated Processes

Major Financial Impact...

®$4.4T

Added to the global
economy annually

1 McKinsey & Company, The economic potential of generative Al, June 2023
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Opportunities
Automation and Efficiency
Data Analysis

Customization

Analytics and Forecasting

°
°

°

® Enhanced Security
°

® |nnovation

°

Process Optimization

Challenges
Data Quality
Talent Gap
Ethical Considerations

Trust
Cybersecurity

°
°

°

® Integrating Systems
°

°

® Cost and ROI

‘ Personalization

Cyber & Fraud Threats
Data Breaches
Model Poisoning
Bias and Discrimination

Synthetic Identity Fraud

°
°

°

® Account Takeovers
°

® [nsider Threats

°

Deepfake Threats



Deepfakes | The Dark Side of Artificial Intelligence

Improper use of Al and synthetic media pose a threat to national security, law enforcement and the financial domain

Deepfakes are realistic, Al-generated videos, images, audio, and text of events
designed to deceive targeted groups or individuals

- Inclination to believe what you see makes them effective in spreading
mis/disinformation

- Low cost of resources needed to produce them raises the likelihood of
successful attacks

In practice, threat actors leverage chatbots and technology developed from large
language models to simulate human activity

« Business Email Compromise

- Spear-phishing

- Fake websites and profiles

+  Ransomware

« Voice clones for imposter scams, extortion and financial fraud
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Example Deepfake Online

W Imagine by World Leaders - John LenneniCanny Al

G5 & Voulube I3

Multi-faceted mitigation is critical

Collaboration between cyber professionals,
financial institutions and law enforcement

Public education, awareness and media literacy
Regulation

Detection mechanisms via AL/ML innovation (real-
time monitoring, anomaly detection and incident
response protocols)



Quantum Computing

Cutting-edge technology utilizing the principles of quantum mechanics to solve complex problems more efficiently than standard computers.

® Faster problem solving

® Enhanced data analysis

® Breakthroughs in cryptography

@ Optimization and resource allocation
® Accelerated drug discovery

® Advanced machine learning

Can also pose threats.

® Encryption vulnerabilities

® Data breaches

e Cryptography

@ Authentication and access control
® Digital signatures

® Phishing and social engineering

1 McKinsey & Company, Quantum Technology Monitor, April 2023
2 LIveScience, Quantum computing: Definition, facts & uses, 2022
3 IMB Institute for Business Value, Security in the quantum computing era, 2023
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Quantum computers are 158 million times
faster than the most sophisticated
supercomputers 2

Leading experts believe quantum computers
can crack public-key cryptosystems within a
mere 24 hours 3

Expected Growth

i#~ $2.35B

2022 quantum computing
start-up investment saw
highest total of all-time?

©$1.3T

Potential economic value from
quantum computing by 2035?



Current and emerging threats

Every company, regardless of size or Industry, is at risk to common threats:

=
3.26M

Complaints Reported
Over Last 5 Years

|§| Business Email Compromise @ Social Engineering

& Fraud @l Ransomware

L% Systems Vulnerabilities @ Outdated Software/ Hardware /
$27.6B

Total Losses Over
i 1
E@ Insider Threats f/E\L\ Human Error Ignorance Last 5 Years

1-2022 FBI IC3 Report
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Current and emerging threats

Ransomware and Business Email Compromise continue to drive the bulk of attacks

The attack surface Cloud attacks are increasingly successful, due to lagging maintenance and misconfiguration
is expanding...

@ 25B

loT Devices Coming
Online by 20301

Remote working presents risk, due to misconfigured cloud security measures / insecure home devices

Multifactor Authentication is becoming less secure, due to phone and SMS hacks

Outdate systems

Attacks have shifted to 5th Generation

Attacks on the rise: Operational technology, quantum computing, Al, and loT

1. DataProt: Internet of Things Statistics for 2023
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Cybercrime in the headlines 2023

Industry Focused
Attacks

Critical
Infrastructure

Preventable
Attacks

Money Laundering
Crypto

Loss of Production

Western Financial
Sector Threats
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Tallahassee hospital forced to operate offline,
working with FBI to address 'IT security event'

Radiation Alert system in water treatment
facility disabled by two 3™ party insiders

Misconfigured APIs, ION Group
(banking/financial services software)

Man pled guilty to laundering crypto from
ransomware attacks

Ransomware attack forced Dole to shut down
production plants in North America

Russian-affiliated threat actors announced
impending attacks against US and European
banks and financial markets




Our commitment

At JPMorgan Chase, we invest in a
robust Cybersecurity Program—with a
risk management framework to identify,
measure and address different
cyberthreats.

Our top priority is to protect our clients
and partners by sharing insights that

help you prevent, detect and respond.
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3,000+

247

1,400+

74M+

CTC employees in 40+ locations

Global Operation Centers

Follow-the-Sun Operation Model

Cyber investigations annually

Inbound Emails Blocked on Average Per Month



Multi-Layered defense

Companies should build and leverage technology to detect fraudulent activity
and attacks across high and low value asset types.

Layer 7 (Human):
Phishing tests, social engineering training, access
management controls

Peri meter Layer 6 (Perimeter):

Physical security, industry intelligence, malware, endpoint
security & brand protection

Layer 5 (Network):
Unauthorized access, zero trust, API configuration

Layer 4 (Endpoint):
Protect network and additional unauthorized access

Layer 3 (Application):
Protect applications, Software Development Life Cycle
(SDLC) and internal app security

Layer 2 (Data):

Where to Start . . .
Security controls, in transit and at rest

Basic discovery
Test, analyze, monitor, repeat

Assess security and compliance Layer 1 (Mission Critical):
Build in remediation and controls

Attack, improve, attack The organizations most critical data

Mission
Critical
\ 4

ar 0N~
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Primary targets & vectors of attack

$10.3B

In Potential
Losses Reported in 20221

® Cybercriminals target key
components that keep your business
running. Consider your:

o Data

protected

o Intellectual Property by CIA triad

o Software and OT Systems

o Money
o People

AVAILABILITY

1-2022 FBI IC3 Report
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Ransomware

2,385 $34.3M

Ransomware In Adjusted Losses reported to
complaints received the FBI'
by the FBI'

® Loss of the ability to run your organization and potential permanent loss of data
® Key considerations:
® How much is the ransom?

® Should | pay ransom?
o The FBI does not support paying a ransom to a cybercriminal.
o Payment does not guarantee an organization will regain access to its data.
o Paying the ransom may embolden cybercriminals to launch more attacks.
o How do | ensure my company is resilient?

12022 FBI IC3 Report
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Anatomy of a ransomware attack

Phishing email Delivery Employee Installation
workstation

compromised

Emotet malware i

Trickbot malware

PowerShell Cobalt Strike Command &
Empire toolkit Beacon Control
malware installation

Credential Access

Multiple accounts Discovery Victim
compromised

A

Ryuk malware
introduced

T oo
X @ T i

B ottt it ae

Mg A Ao 200 45

Actions on
Objectives
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Phishing email targeting client
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Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

R o Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
; But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

SM62017 00:47:55

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

(And send the correct amount to the address specified in this window.
yment, click <Check Payment>. Best time to check: 9:00am - 11:00am

L g

SR072017 00:47:55

Time Left




Business email compromise (BEC) & impersonation

® Cybercriminals use executive, business
partner and vendor email impersonation
to trick you into sending them money or
data. Common tactics include:

® Phishing attacks
® Use of compromised email accounts

@ Claims a bank account can’t be used
due to an audit

® Multiple account changes sent to victim
during attack

® Use of inbox email forwarding rules to
send emails to fraudsters

2.2022 FBI IC3 Report
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21,832  Victims reported to the FBI'

$2.7B | Adjusted Losses reported to the FBI'

Criminals Register
Look-alike Domains

Good domain:
marquettefarm.com

Bad domains:
marquettefarms.com,
marquettefram.com,
marquettefarm.co,
marguettefarm.com,
marquetefarm.com

Fri 4/8/2022 8:34 AM - ox

From: Alissa Teal <a.teal@marquettefarm.com>

Subject: Urgent — Payment Account Change =

To: James McKnight

Hi James,

We can’t use our normal account due to an ongoing audit. Please send all future
payments to our updated account.

Routing number: 987654321
Account number: 12345678

Kindly confirm you made this change.
Alissa Teal

Contract Company
(123) 456-7890




BEC prevention & response

/8

The Critical Control

[M” Perform a callback to the person making
the request

[~ Use a phone number retrieved from a
system of record to validate requests for
payment, change of payment
instructions or contact information

M Reject out of band payment processes
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i

Additional Controls

L4~ Establish written policies implementing
mandatory callbacks

[ Take calls from your bank regarding
unusual transactions seriously

[ Train employees on internal payment
verification policies and BEC threats

[ Encourage employee questions and
holding a payment if it's suspicious

Ky

Response

4 Notify your bank immediately

" File a report with the FBI’s Internet
Crime Complaint Center

4~ Contact your local FBI field Office

4~ Notify other law enforcement agencies
as appropriate

These steps are critical to maximize
chances for recovery



Check fraud is on the rise

Whether theft, forging or counterfeiting, check fraud continues to be a problem—and your organization needs to plan for it.

f @ E 6 ; 0/0 of organizations reported being impacted by check fraud! PR AL Ol 2
305 USPS letter carriers robbed on the job*

25K+ incidents of high-volume mail theft reported*

Q
A K check fraud complaints filed in 2022, more than double the previous year? “U.S. Postal Service warning users against
sending checks through the mail’

Altered Checks | Criminals alter the name or payment amount before depositing

Front-Of-Check Fraud

Counterfeit Checks | Criminals use printers and desktop publishing software to create counterfeit checks

Improper Endorsements| Criminal forges endorsement, or chooses not to endorse at all

Back-Of-Check Fraud

Mobile Deposit Fraud | Usually perpetrated by the intended recipient, sometimes to double-cash paychecks

12023 Association for Financial Professionals (AFP) Payments Fraud Survey

22023 Delano, Jon. “U.S. Postal Service warning users against sending checks through the mail” CBSNews.com, June 20, 2023, https://www.cbsnews.com/pittsburgh/news/u-s-postal-service-warning-checks-mail/

3FInCEN Alert, FINCEN Alert on Nationwide Surge in Mail Theft-Related Check Fraud Schemes Targeting the U.S. Mail, February 27, 2023

4 United States Postal Service, USPS, Postal Inspection Service Roll Out Expanded Crime Prevention Measures to Crack Down on Mail Theft, Enhance Employee Safety and Strengthen Consumer Protections, May 12, 2023
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What to expect when check fraud happens

Overview of the resolution nroress

1| Claim is reported é ‘ 2 | Documentation is provided ﬂ

3 | Investigation q

Back-of-check fraud

Chase makes a claim on the bank where the check was deposited

+ If deposited at a Chase bank, it could take up to 15-20 business days
if all the required documents have been provided

» If the bank was not Chase, it could take six months or more

*  We reach out to the other banks with the claim; however, they control
the response time frame

Front-of-check fraud or counterfeit
* Internal Chase investigation could take up to 15-20 business days if all the
required documents have been provided

Other reasons your claim could be delayed
» The depositing bank could ask for more documentation such as W-9 forms, tax
documents, police report, driver’s license or a payee-signed affidavit.

Mobile Deposit Fraud * The case could also involve an altered check or dual payees

Chase makes a claim on remote deposit capture bank

+ If deposited at a Chase bank, it could take up to 15-20 business days
if all the required documents have been provided

» If the bank was not Chase, it could take up to 30 business days

*  We reach out to the other bank with the claim; however, they control the
response time frame

4 | Resolution @

The claim is paid or denied. If there is a request for more information, then
you must go back to Step 3.
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Supply chain risk

742%

YoY Increase in Software Supply Chain Attacks’

Third parties are a key entry point to attack businesses.
Treat vendors like vulnerabilities
Mitigate their potential impact

Create and enforce standards for engagement and integration

Require adherence to industry specific programs

1 Sonatype 2023 State of the Software Supply Chain Report
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Prioritize your risk, assets and threats

® Time is money and cybersecurity is a critical business decision.

® Be proactive and vigilant now, to protect your organization’s data, finances

and business processes. Fortify your defense strategy, by taking inventory of:

o Threats are you facing
o Where you have risk
o Whatis most valuable

o The minimum requirements needed to operate your business

$4.35M | Average Cost of a Data Breach Globally?
$9.44M | Average Cost of a Data Breach in the US!?

1IBM Security: Cost of a Data Breach Report 2022
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60%

of organizations’

breaches led to
increased customer
prices?



Define and enforce a cybersecurity policy

Key Considerations

@ Data loss prevention standards

Software updates

Social media requirements

Encryption & content sharing

Employee training

Network access

Incident reporting process
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Protect yourself

® Avoid the dangers of over sharing on social media

® |everage policies and procedures that restrict employees from
divulging personal information that can be used by
cybercriminals

Message More...

Sonya C. Prahbu . 1st

Director of Transactions Services for Commercial Banking |

New York, New York 416 connections . Contact info

Sonya C. Prahbu

Headed to Chicago for your days to attend the commercial Banking
Leadership Conference. I'll be leading a discussion on the future of
transaction services and technologies

Like . Comment . Share . 1 day ago

Background

Director of Transaction Services at JP Morgan Chase, Commercial Banking

JPMorgan Chase & Co. is a leading global financial services firm with assets of $2.4 trillion and
operations in more than 60 countries. | lead a great team of 30 Technologists, located around the
world. Together we determine and drive the technology solutions for all JP Morgan Chase’s
Commercial Banking transactions — managing millions and millions of dollars every hour !
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Set goals & KPlIs

Days to patch Create a playbook & remain vigilant

Meantime to detect, respond & recover
A risk management plan is critical to help your company reduce
exposure to cyberthreats.

°
°
® Supply chain safety ratings
® Tabletop simulations

°

Employee training effectiveness

Include steps to protect, identify, detect, respond and recover
from an attack. Continually update, refine and test your defense
strategies to combat risks. Identify:

L4 Stakeholders

4 Critical Systems

g Required Actions and Recovery Processes
e Ways to Make Your Plan Evergreen

« Consider Tabletops, Trainings and IT Skill Development

National Security Agency Top Ten Cybersecurity Mitigation Strategies

21
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Insuring for the worst-case scenario

Cyber insurance is designed to help
an organization mitigate risk
exposure, through risk transference,
by offsetting costs involved with
recovery after a cyber-related security
breach.

Costs of a Cyber Attack & Which Risks Insurance Can Transfer

Damage to Infrastructure

Incident Response ®----—~

Security Enhancements (@) --------------_

Increased Cost to Raise Debt ® - - D)

Payment of Ransom in Cyber Extortion @——{ ——————— .
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Regulatory and Civil Sanctions ®--{/------ |

Loss of Customers, Profits and Jobs(®) - - -

ffffffff ® Lost Revenue

----- (® Attorney Fees and Litigation Costs

N\ (® Reputational Damage

®

~---® Loss of Intellectual Property

{® Loss in Competitive Advantage

Insurance Premium Increase

(180D uMmouy-ianag)
20B1NG BAOQY

(s1s00
UMoUyj-lossa)

208INg MOjeg

22



Q&A | Discussion

Q&A | Discussion

Use the Raise Your Hand
feature to ask a question.
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Cybersecurity and fraud protection insights

Commercial Banking  Solutions.  Industries  Insights  ClientStories  impact  ComtactUs  Login

e Contact your J.P. Morgan Chase ek
relationship team with questions.

Cybersecurity and Fraud Protection

® Visit Commercial Banking Insights
and Fraud Solutions for resources to
mitigate threats.

® Visit www.ic3.gov for updated PSAs
regarding BEC trends and other
fraud schemes.

Report: Most companies will How smaller companies can fight Protect your organization against
experience fraud > fraud with limited resources > ransomware >

® For immediate assistance regarding
electronic fraud matters after 5 p.m. EST

® J.P. Morgan Access®: 866-872-3321 \ q

® Chase Connect®: 866-619-3053, Option 1

Does your disaster recovery plan 12 tips for mitigating cyberattacks » Developing a proactive mindset on
cover ransomware attacks? > ransomware >
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Phishing

300,497

Victims reported to FBI in 2022

Practice of sending blanket emails to large groups or targeted emails to
individuals as means to commit financial fraud or infect or gain access to
systems.

12022 FBI IC3 Report

26
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Phishing indicators

$52,089,159

In losses in 20221

« Sender name is vague or generic
- Sender address has a suspicious domain

- Email includes an external banner indicating it's coming from
outside the company

« Urgent or authoritative language
- Demands for a quick response
- PDF attachment “View File” button in a link, not a PDF

12022 FBI IC3 Report
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File Home Send / Receive Folder Add-ins Help Banker Utilities Acrobat
IS | il ~ -

E % S lgnore @ ! Report Email (_fz @ E @ Meeting
IEZ Clean Up ~ 53 Blocking Options ~

New  New Delete Reply Reply Forward loim~

Email ltems~ %Junk = &l Communications Toolkit All

New Delete

Thu 4/30/2020 5:30 AM

JPMC Email Tools

E.|:| More ~

Respond

Accounts Receivable <accounts@accountstatus.com>

Invoice due

To. ................

Retention Policy JPMC_Inbox_180 (6months)

Expires 10/27/2020

EXTEERNAL SENDER — Review for Phishing. Report if suspicious. For help visit go/Phish

Message @ Invoice.pdf (377 KB)

Your Invoice is Past Due

Hello,

Attached is your past due invoice, and is ready for your review at Secure Online

Invoice Management Portal

Regards.

27



Payment security & controls

User Access

[~ Know who has access to your banking
relationships and accounts; review
entitlements regularly

Set payment limits at account and employee
level based on trends/history

Establish multiple approval levels based on
various thresholds

Do not permit multiple users to log in from the
same computer to initiate or release
payments

Use approved templates/verified bank lines
and restrict use of free form payments

KRR K K K

Require multifactor authentication
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Verification

g

K R K R K K

Don’t move money based solely on email,
text or phone instructions

Perform callbacks for request for payments,
changing payment instructions or
contact information

Conduct callbacks with the person making
the request via a phone number from a
system of record

Don’t used numbers obtained from sources
like email, pop-up messages, texts or
voicemail

Never give information to an unexpected or
unknown caller

Establish with customers / partners how
changes in account information will be
communicated and validated

Have a process to respond to your financial
institution if they call about unusual payments

Reconciliation

[1( Perform daily reconciliation

M Validate that vendors have received
payments on payment date.

If volume is an issue, perform sampling or set
M thresholds such as validating payments over
a certain amount



Disclosures

Chase, J.P. Morgan, and JPMorgan Chase are marketing names for certain businesses of JPMorgan Chase & Co. and its affiliates and subsidiaries worldwide (collectively, “JPMC”, “We”, “Our” or “Us”, as the context may
require).

We prepared these materials for discussion purposes only and for your sole and exclusive benefit. This information is confidential and proprietary to our firm and may only be used by you to evaluate the products
and services described here. You may not copy, publish, disclose or use this information for any other purpose unless you receive our express authorization.

These materials do not represent an offer or commitment to provide any product or service. In preparing the information, we have relied upon, without independently verifying, the accuracy and completeness of
publicly available information or information that you have provided to us. Our opinions, analyses and estimates included here reflect prevailing conditions and our views as of this date. These factors could change,
and you should consider this information to be indicative, preliminary and for illustrative purposes only. This Information is provided as general market and/or economic commentary. It in no way constitutes research
and should not be treated as such.

The information is not advice on legal, tax, investment, accounting, regulatory, technology or other matters. You should always consult your own financial, legal, tax, accounting, or similar advisors before entering
into any agreement for our products or services. In no event shall JPMC or any of its directors, officers, employees or agents be liable for any use of, for any decision made or action taken in reliance upon or for any
inaccuracies or errors in, or omissions from, the information in this material. We are not acting as your agent, fiduciary or advisor, including, without limitation, as a Municipal Advisor under the Securities and
Exchange Act of 1934.

The information does not include all applicable terms or issues and is not intended as an offer or solicitation for the purchase or sale of any product or service. Our products and services are subject to applicable laws
and regulations, as well as our service terms and policies. Not all products and services are available in all geographic areas or to all customers. In addition, eligibility for particular products and services is subject to
satisfaction of applicable legal, tax, risk, credit and other due diligence, JPMC’s “know your customer,” anti-money laundering, anti-terrorism and other policies and procedures.

Products and services may bhe provided by Commercial Banking affiliates, securities affiliates or other JPMC affiliates or entities. In particular, securities brokerage services other than those that can be provided by
Commercial Banking affiliates will be provided by appropriate registered broker/dealer affiliates, including J.P. Morgan Securities LLC and J.P. Morgan Institutional Investments Inc. Any securities provided or
otherwise administered by such brokerage services are not deposits or other obligations of, and are not guaranteed by, any Commercial Banking affiliate and are not insured by the Federal Deposit Insurance
Corporation.

Changes to Interbank Offered Rates (IBORs) and other benchmark rates: Certain interest rate benchmarks are, or may in the future become, subject to ongoing international, national and other regulatory guidance,
reform and proposals for reform. For more information, please consult: https://www.jpmorgan.com/global/disclosures/interbank_offered_rates.

JPMorgan Chase Bank, N.A. Member FDIC.

© 2023 JPMorgan Chase & Co. All rights reserved.

JPMorgan | cHASE © 29



